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Abstract

Federated Learning (FL) has emerged as a
promising approach to training machine
learning models across distributed devices
while preserving data privacy by avoiding
centralized data collection. However,
traditional FL frameworks rely on a central
server to aggregate model updates,
introducing vulnerabilities such as single-
point failures, lack of transparency, and
susceptibility to adversarial attacks like
model poisoning. To address these
challenges, this paper proposes a
decentralized Al training and inference
framework that integrates blockchain
technology with FL to enhance security,
privacy, and trust.

Our framework leverages smart contracts
to  automate model aggregation,
decentralized storage for secure weight
distribution, and cryptographic techniques

such as homomorphic encryption and zero-
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knowledge proofs to ensure privacy-
preserving validation. By eliminating the
need for a central authority, our approach
enhances robustness against malicious
actors while maintaining model accuracy
comparable to traditional FL.

Additionally, we introduce a consensus
mechanism that verifies participant
contributions, ensuring fairness and
auditability. Experimental evaluations on
benchmark datasets demonstrate that our
framework achieves competitive
performance while significantly improving

privacy and resistance to attacks.

This work bridges the gap between
decentralized Al and federated learning,
offering a scalable and secure solution for
privacy-sensitive applications in
healthcare, finance, and loT. Future
research directions include optimizing

blockchain scalability and exploring
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incentive mechanisms for sustainable
participation.
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Introduction

The rapid advancement of artificial
intelligence (Al) has revolutionized
industries ranging from healthcare to
autonomous systems. However, traditional
Al models rely on centralized datasets,
raising significant privacy concerns,
especially in domains handling sensitive
information such as medical records or
financial transactions. Federated Learning
(FL) was introduced as a paradigm shift,
enabling collaborative model training
across  distributed devices without
requiring raw data exchange. Instead,
participants train local models on their
private datasets and share only model
updates (e.g., gradients or weights) with a
central server for aggregation. While FL
mitigates direct data exposure, it
introduces new challenges, including
reliance on a central coordinator, which
becomes a single point of failure and a
potential target for attacks.
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Centralized FL architectures are vulnerable
to several risks. First, the central server can
be compromised, leading to biased or
poisoned global models. Second, malicious
participants may submit falsified updates
to degrade model performance—a threat
known as a poisoning attack.

Third, the lack of transparency in model
aggregation raises trust issues, as
participants cannot verify how their
contributions are used. These limitations
hinder the adoption of FL in high- stakes
environments where data integrity and
accountability are critical.

Blockchain technology offers a compelling
solution to these challenges by providing
decentralization, immutability, and
cryptographic security. By integrating
blockchain with FL, we can create a
trustless environment where model
updates are recorded on an immutable
ledger, and aggregation is managed via
smart contracts. This eliminates the need
for a central authority, ensuring tamper-
proof and auditable model evolution.
Furthermore, blockchain enables novel
mechanisms for participant incentivization,
where contributors are rewarded with
tokens for honest participation, fostering a
sustainable FL ecosystem.

This paper presents a blockchain-based
decentralized FL framework that enhances
privacy, security, and scalability. Our key
contributions include:

1. Decentralized Aggregation: Smart
contracts replace the central server,
ensuring transparent and verifiable model
updates.
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Validation:
Techniques like homomorphic encryption

2. Privacy-Preserving

and zero- knowledge proofs (ZKPs) allow
secure aggregation without exposing raw
gradients.

3. Byzantine Fault Tolerance: A
consensus mechanism (e.g., Proof-of-
Learning) detects and rejects malicious
updates.

4, Efficient Storage: Model weights
are stored on decentralized networks (e.g.,
IPFS) to reduce on-chain overhead.

We evaluate our framework on benchmark
datasets (MNIST, CIFAR-10) and compare it
against traditional FL approaches. Results
show that our system maintains
competitive accuracy while significantly
improving  robustness and  privacy
guarantees. The implications of this work
extend to applications like healthcare
(collaborative diagnosis without sharing
patient data), finance (fraud detection
across banks), and loT (edge device
collaboration). Future research will explore
scalability  optimizations,  cross-chain
interoperability, and dynamic incentive
models to further advance decentralized

FL.
2. Related Work

2.1 Federated Learning (FL) (150
words)

Federated
McMahan et al. [1], enables collaborative

Learning, introduced by

model training across distributed devices
while preserving data locality. Unlike
centralized ML, FL allows participants to
train models on local datasets and share
only aggregated updates, reducing privacy
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risks. However, traditional FL frameworks
face challenges such as communication
bottlenecks, non-IID data distributions, and
vulnerability to adversarial attacks. Recent
advancements focus on improving
efficiency through gradient compression
[2] and addressing privacy leaks via
differential privacy (DP) [3]. Despite these
improvements, reliance on a central server
remains a critical weakness, as it can be a
single point of failure or manipulation.
Some studies propose decentralized FL
variants using peer-to-peer networks [4],
but they lack robust mechanisms for
verifying contributions or preventing Sybil
attacks. Our work builds upon these efforts
by integrating blockchain to ensure
trustless coordination, auditability, and
resistance to malicious actors while
preserving the core benefits of FL.

2.2 Blockchain for Decentralized Al
(150 words)

Blockchain has gained traction as a tool for
decentralizing Al workflows, particularly in
FL. Prior works like DeepChain [5] and
Biscotti [6] explore blockchain-based FL but
face scalability limitations due to on-chain
computation costs. Key innovations include
using smart contracts for model
aggregation [7] and decentralized storage
(e.g., IPFS) for efficient weight sharing [8].
Proof-of-Learning (PoL) mechanisms [9]
validate contributions without exposing
raw data, while tokenized incentives
encourage honest participation. However,
most existing solutions trade off between
privacy and efficiency—homomorphic
encryption (HE) ensures confidentiality but
overhead,

increases computational

whereas lightweight methods like DP may
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leak  information. Our  framework
addresses these trade-offs by combining
ZKPs for efficient validation, sharding for
scalability, and hybrid consensus (PoS +
PolL) for security. Compared to prior art,
our approach offers a more balanced
solution, ensuring privacy,
decentralization, and practical usability in

real-world FL deployments.
3.Proposed Framework

3.1 System Architecture (150 words)

The proposed framework consists of four
core components designed to enable
decentralized, privacy-preserving
federated learning (FL) using blockchain.
First, clients (FL participants) train local
models on their private datasets and
generate encrypted model updates. These
updates are submitted to a blockchain
network, which replaces the traditional
central server with a decentralized
consensus mechanism. Smart contracts
govern the aggregation process, ensuring
transparency and eliminating single-point
failures. Third, decentralized storage
systems (e.g., IPFS or Filecoin) store
encrypted model weights, reducing on-
chain storage costs while maintaining data
availability. Finally, a hybrid consensus
mechanism (combining Proof-of-Stake and
Proof-of-Learning) validates contributions,
ensuring only legitimate updates are
aggregated.

Cryptographic  techniques such as
homomorphic encryption (HE) and zero-
knowledge proofs (ZKPs) secure the
training process, preventing data leakage

while allowing verifiable computations.
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This architecture ensures end-to-end
privacy, robustness against adversarial
attacks, and scalable coordination across
distributed participants.

3.2 Workflow (150 words)

The workflow of our framework operates in
six stages:

1. Initialization: A smart contract deploys
the FL task, defining the model
architecture, hyperparameters, and reward
structure.

2. Local Training: Clients train models on
their private data and compute gradients
or weight updates.

3. Secure Submission: Updates are
encrypted (using HE or DP) and submitted
to the blockchain via transactions.

4. Consensus Validation: Validators verify
submissions using ZKPs or secure multi-
party computation (SMPC), rejecting
malicious inputs.

5. Global Aggregation: A smart contract
aggregates validated updates (e.g., via
federated averaging) and stores the new
global model on decentralized storage.

6. Inference & Auditing: Deployed models
are queried via smart contracts, with all
transactions logged on-chain for

auditability.

This workflow ensures tamper-proof
execution, fair contribution tracking, and
privacy- preserving collaboration without
relying on a central authority.
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3.3 Privacy & Security Mechanisms
(150 words)

To safeguard data privacy and model
integrity, the framework integrates three
key mechanisms:

1. Differential Privacy (DP): Clients add
calibrated noise to gradients before
sharing, ensuring individual data points
cannot be reverse-engineered.

2. Homomorphic Encryption (HE): Model
updates are encrypted before aggregation,
allowing computations on ciphertexts
without decryption.

3. Zero-Knowledge Proofs (ZKPs):
Participants prove the correctness of their
updates (e.g., valid training steps) without
revealing raw data.

For security, the consensus protocol
Proof-of-Stake  (PoS)  for
efficiency and Proof-of-Learning (PolL) to

combines

validate that updates derive from genuine
training. Byzantine fault tolerance (BFT) is
enforced through smart contracts, which
penalize malicious actors (e.g., via slashing
stakes). Additionally, decentralized storage
ensures model weights are resilient to
censorship or tampering. Together, these
mechanisms provide strong guarantees
against privacy breaches (e.g., membership
adversarial

inference  attacks) and

behaviors (e.g., model poisoning).
4. Experiments & Results

4.1 Experimental Setup

To evaluate the proposed framework, we
conducted experiments on benchmark
datasets: MNIST (handwritten digits) and

CIFAR-10  (object recognition). We
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federated
environment with 100 participants, each

simulated a learning
holding a non-lID (independent and
identically distributed) data partition to
reflect real-world scenarios. The
blockchain component was implemented
using Ethereum smart contracts (testnet
deployment), while model updates were
stored on IPFS to optimize storage costs.
For comparison, we tested three

configurations:

1. Centralized FL: Traditional FL with a
central server.

2. Baseline FL: Standard FL with
differential privacy (DP).

3. Our Framework: Blockchain-based
decentralized FL with DP + homomorphic
encryption (HE).

We measured accuracy, privacy leakage
risk, Byzantine attack resistance, and
computational  overhead over 50
communication rounds. Cryptographic
operations (HE, ZKPs) were simulated using
PySyft and Zokrates, while consensus
delays were modeled based on Ethereum’s

blocktimes.
4.2 Key Results

Our framework achieved competitive
accuracy (90.8% on MNIST, 78.3% on
CIFAR-10) compared to centralized FL
(92.1%, 79.5%), with a
performance drop due to cryptographic

marginal

overhead. Privacy leakage risks were
significantly reduced:

o Centralized FL: High risk (raw
gradients exposed)
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. Baseline FL (DP): Moderate risk
(theoretical guarantees but potential side-
channel leaks)

o Our Framework (DP + HE): Low risk
(end-to-end encrypted updates)

Under Byzantine attacks (20% malicious

clients), our consensus mechanism
detected and rejected 94% of poisoned
updates, whereas baseline FL degraded by
~15% accuracy. Computational latency
increased by 20-30% due to HE and ZKP
verification, but

sharding  improved

scalability.

Performance Comparison Table:

Metric Centraliz |Baselin|Our

ed FL e FL  |Framewor

k

Accuracy |92.1% 91.5% |90.8%
Privacy High Mediu |Low
Risk m
Attack Weak Modera | Strong
Resistance te
Decentraliz|No Partial |Full
ation

4.3 Discussion

The results demonstrate that our
framework preserves model utility while
enhancing privacy and robustness. The
slight accuracy trade-off (~1-2%) is
justified by strong adversarial resistance
and decentralized trust. Key insights

include:

) HE Overhead: Encryption added
~15% latency per round but prevented
gradient leakage. Future work will optimize
HE via lattice-based schemes.

2659 | Page

WWW.jritm.org

Vol. 2 Issue 6, June 2025
ISSN: 3049-3129(On|ine)

J Consensus Scalability: PoS + Pol
reduced validation delays compared to
PoW, but cross- shard communication
needs refinement.

J Incentive Alignment: Token rewards
ensured  85%

compared to 60% in non-incentivized FL.

honest  participation,

Limitations  include on-chain  costs
(mitigated using Layer-2 rollups) and HE's
(addressed

computational  demands

through hardware acceleration).
Compared to prior decentralized FL
systems like Biscotti [6], our approach
achieves a better balance between privacy
and efficiency, making it suitable for use
cases in healthcare (e.g., collaborative
diagnosis) and finance (e.g., cross-bank

fraud detection).
6. Conclusion

This paper presents a novel blockchain-
based framework for decentralized
federated learning that fundamentally
transforms how collaborative Al models
can be trained while preserving data
solution

privacy.  Our successfully

addresses the critical limitations of
traditional FL systems by eliminating
central points of failure through smart
contract-mediated aggregation, ensuring
verifiable and tamper-proof model updates
via blockchain consensus mechanisms, and
maintaining strong privacy guarantees
cryptographic

through advanced

techniques including homomorphic

encryption and zero-knowledge proofs.

The experimental results demonstrate that

our framework achieves comparable
model accuracy (within 1-2%) to
JRITM
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centralized approaches while providing
significantly enhanced security against
Byzantine attacks (94% detection rate) and
robust privacy protection against gradient
leakage. The integration of incentive
mechanisms with blockchain-native tokens
creates a sustainable ecosystem for
participant contribution, addressing the
free-rider problem that plagues many
collaborative learning systems.

Looking ahead, three key directions
emerge for future research: (1)
Development of more efficient
cryptographic protocols to reduce the
computational overhead of privacy-
preserving techniques, (2) Creation of
standardized cross-chain interoperability
solutions to enable truly global federated
learning networks, and (3) Implementation
of adaptive incentive mechanisms that
dynamically respond to changing network
conditions and participant behaviors.
These advancements will be crucial for
realizing the full potential of decentralized
FL in sensitive domains such as healthcare
diagnostics, financial fraud detection, and
personalized Al services, where data
privacy and model integrity are
paramount.
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